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DELEGATED ID

Enable individual or organisation users to
delegate the right to use digital services on

their behalf
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Delegated ID

Improve efficiency and
reduce costs of manually
administering multi-

tier, multi-organisation
users and their rights,
with Delegated ID from

Ubisecure.

2> Katso
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FINNISH
GOVERNMENT

Delegation is often a crucial factor in how effectively an organisation manages
digital identity, but getting it right for complicated use cases is a difficult task.
What's more, getting it right at a national scale is even harder. Ubisecure has
many years of practice in evolving and perfecting its delegation expertise, with
multiple proven success stories from major organisations, such as the Finnish

government (see Case Study 1 below).

Ubisecure Delegated ID enables you to delegate role management to external
customers, businesses or organisations to enable users to act on behalf of
other persons in digital services, and authorise others to act on their behalf.
Support even the most complex combinations of assignment with delegation
of rights, roles and representation from individuals to individuals, individuals to

organisations, organisations to individuals, and organisations to organisations.

Watch our short explainer video on YouTube (%

CASE STUDY 1: KATSO

The Finnish government built the nationwide Katso platform using Ubisecure
Delegated ID. As a representative of an organisation, citizens create a Katso

ID online, manage organisation data, manage Sub-IDs and authorisations.
Organisation representatives and their staff, or any other authorised third-party,

can then log in to over 100 government applications.

=% 444,000 user IDs
= 422,000 organisations
=* 11+ million sign-in events

=% 104 online government services supported

Read more



https://www.ubisecure.com/wp-content/uploads/2019/07/delegated-id-success-story-finnish-government.pdf
https://youtu.be/Q8ES7ceSbnc
https://www.ubisecure.com/wp-content/uploads/2019/07/delegated-id-success-story-finnish-government.pdf
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The most flexible
delegation solution
available today
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Support individual or organisation identities as either the source or the target for
the delegation. Mandates enable the delegation of authorisation, access control,
roles and representation between parties in C2C, C2B, B2C and B2B use cases

and include associations to one or many application roles.

— DELEGATED ADMINISTRATION

Allows the organisation to push the workload out of the service provider or
helpdesk, to the administrator within the customer organisation, to have the
administrator create and manage (sub)accounts on the service. The usual

resource-intensive administration of authorisations is not required.

— FAMILY DELEGATION
Delegated ID extends effectively to family access to digital services, supporting
use cases like parental controls, management of family members subscriptions,

and legacy planning.

— ELECTRONIC POWER OF ATTORNEY

Delegated ID operates as a centralised authorisation server, where mandates
act like power of attorneys. Delegating users can manage authorisation for
delegates (both organisation or individuals) to have authority to represent them
on digital services and applications. Depending on the use case, delegates can

further delegate to multi-tiers of external users.

— SUBCONTRACTORS & MANAGED SERVICE PROVIDERS
Granular control of access to systems is extended to subcontractors, consultants
and managed service providers. Delegated ID supports the right of a delegate

to act on behalf of the delegator for mandated use cases, and under mandated
conditions such as contract period, authentication method and workflow, and

more. Automatically close access privileges at the end of contract periods.

CASE STUDY 2: VERO SKATT

The Finnish tax authority (Vero Skatt) uses Katso (see Case Study 1), resulting in:
= 1 million transactions per month
—> €8 saving per transaction

=+ 99% reduction in cost by moving to online service vs physical point of service
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How it works
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CASE STUDY 3: ENERGY INDUSTRY

A large energy company uses Ubisecure Delegated ID to enable the delegation of access to and authority within accounts for

B2B customers.

This means that a company administrator can easily assign/revoke permission-based roles to users, so that they can access
appropriate areas of the company account. A user who has multiple roles (e.g. a property manager with multiple clients,
or an individual with both a private account and corporate representation rights) can select a role before using the service,

meaning they still only have one set of credentials to remember.

Read more



https://www.ubisecure.com/wp-content/uploads/2019/07/Energy-Case-Study.pdf
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Right to Represent

Reduce fraudulent
organisational
representation during
provision of new services,
high risk transactions
and onboarding of new

customers.

|

Real Time Connection to
National Business Registries

LEI Data

.
l
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Initiation of Business Process:

Identity assurance required for transaction,
KYC, Validation, Onboarding

— TAKE DELEGATED ID ONE STEP FURTHER WITH THE NEW
RIGHT TO REPRESENT SERVICE FROM UBISECURE

Right to Represent is a SaaS and API service that 3rd party service providers
can connect to and check a company’s identity and the rights of individuals to
request on behalf of, or represent on behalf of the company. Representation

attributes can include legal, financial or other authoritative powers.

Deployed as a Delegated ID & Legal Entity Identifier service, Right to Represent
reduces costs by automating manual verification workflows. The service digitally
ties an individual to an organisation and provides a registry-based ability to

check rights/authorisations to said organisation.

Ubisecure is uniquely placed to offer this solution because...

= Ubisecure’s GLEIF accredited Legal Entity Identifier (LEI) issuance service,
RapidLEl, provides the LEI for the standardized organisation identity

= Ubisecure’s established Identity Platform provides the Identity Provider (IdP)

and Rights Delegation service

Learn More

Add Right to Represent at the point in your workflow where rights verification is needed.
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Right to Represent
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https://rapidlei.com/
https://www.ubisecure.com/right-to-represent/
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www.ubisecure.com

sales@ubisecure.com

UBISECURE UK

Ubisecure is a pioneering European b2b and b2c Customer Identity & Access
Management (CIAM) software provider and cloud identity services enabler
dedicated to helping its customers realise the true potential of digital business.
Ubisecure provides a powerful Identity Platform to connect customer digital
identities with customer-facing SaaS and enterprise applications in the cloud

and on-premise. The platform consists of productised CIAM middleware and

API tooling to help connect and enrich strong identity profiles; manage identity
usage, authorisation and progressive authentication policies; secure and
consolidate identity, privacy and consent data; and streamline identity based
workflows and decision delegations. Uniquely, Ubisecure’s Identity Platform
connects digital services and Identity Providers, such as social networks, mobile
networks, banks and governments, to allow Service Providers to use rich, verified
identities to create frictionless login, registration and customer engagement
while improving privacy and consent around personal data sharing to meet
requirements such as GDPR and PSD2.

Ubisecure is accredited by the Global Legal Entity Identifier Foundation (GLEIF) to
issue Legal Entity Identifiers (LEl) under its RapidLEl brand, a cloud-based service
that automates the LEI lifecycle to deliver LEIs quickly and easily. The company

has offices in London and Finland.
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